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Confusing terms:

Smart cars, Connected
an Autonomous Vehicles
(CAV), Intelligent

Transport System (ITS)
111




UNIVERSITY OF

Introduction loT security - 1 3 SURREY

A 10T is one of the major application areas in 5G Networks.

A Thereis a growing belief that the Internet of ThindsT)
represents the start of the next digralolution, whereeveryday
objects are connected to a network in order to share their data,

I By 2020, industry analysts estimate the number could be anywhere from
to 100 billion. The global value of tHeT sector is estimated to exceed $40
billion per year.

A The UK government published a report in 20tit#ed i T h e
Internet of Things: making the most of the Second Digital
Revolutioro :

I Thereport shows the need for research to ensure that appropriate
security, trust, ethics and privacy are designed and implemented from
the beginning



Introduction 10T security - 2 s SURREY

A TheemergingoT applications rely increasingly on the capture
and processing gfersonabdata

I Thus abalancas needed between protectitig interests of the
individual and building confidence in digital economy services that will
use personal information responsibly, while enabling new commercial
and societal opportunities for innovation.

A Connected and Autonomous Vehicles (CAV) and Intelligent
Transport Systems (ITS) are a major applicatowrioT sensors,
where the question of consent in the use of personal data shoul
beresolved:

I Leading to designing new secure and, privagyeserving solution that
IS customer driven and managed.




Differences between CAV/ITS )
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Security: The ability to keep the information transmitted,
secure from non-intended recipients.

Privacy: The ability to keep the sender/receiver identities
transmitted, secure from non-intended recipients.

Both are important in building trust in CAV/ITS between the
Involved stakeholders and end-users.

Security and Privacy have very different repercussions and
different solutions:

CAVI/ITS is an excellent technology for vehicle tracking Privacy
Information might be manipulated resulting in an accident - Security




Sor_n_e_CAV/ ITS privacy related g‘ﬁﬁ{é‘{;
definitions

Anonymity: the ability of a user to use a resource or service
without disclosing the user's identity.

Unobservability: the ability of a user to use a resource or
service without others, especially third parties, being able to
observe that the resource or service is being used.

Pseudonymity: the ability of a user to use a resource or
service without disclosing its user identity while still being
accountable for that use.

Unlinkability: the ability of a user to make multiple uses of
resources or services without others being able to link these
uses together.



Overview of connected and B e
Autonomous Vehicles (CAV) - 1 SURREY

A There is arowing interest and investment@AV:

I Therefore it igimely to discus®f theprivacy/securityissues raised
In this context

i London i s one of Europeodos | arges
10 million by 2031. Can autonomous and connected vehicles play a role
making London and other cities more sustainable (with better traffic)flows

A CAV covers allmoving vehicles, as connectadd automation
technologies are likely to be applied to a range of vehicles,
Including trucks, forklifts, tractors etc. as well@s's.

A BUT, howliable is the highway authority in case road
maintenance atommunication failure problems



Overview of connected and B e
Autonomous Vehicles (CAV) - 2 SURREY

A Theremight be some benefits in interactions between CAV and
smartbuildings (such as self parking in a garage !!)

A 2D and 3D map from externpioviders ofdata will be used in
CAV. However, are we correct about assumptions such as:
I GPS data isccurate and available
I Themap Is up to date and valid

A Thereis a need for recognition of the wide variety of location dat
which a connected or autonomous car is capaldiamnesting:

i This can be very personal amdimate (privacy issue).
A CAV has not only technical challenges, but legal as well.

I One practical example is car insurarv#io is responsible
when a car accident occurs? Is it the driver, the manufacture

the software developer? o



What Iif something goes

wrong?

A Already some problems
exist: Reported security
weaknesses in the
Megamos Immobilizer

Remote input to
control system

CAV

Attacker
control has
big impact

Repairing
bugs and
updates is
hard
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A What is the trade-off

between sharing for
safety and privacy of
users and other
vehicles




CAV privacy/security risks RS Of

A The potential for CAV to be platforms for broader surveillance

A The issue of control of vehicles: If the government or police
have power to take control of certain vehicles and what are the
Implications of this?

A The potential for CAV to be weaponised and a need to develop
appropriate safeguards (security issue)

A Insurance companies can track your speed profile !!

A Distributed key management is desirable, where no single
entity has full control.

A There is a need for industry to work with standards
organisations, government andcademia in order to develop
good strategy and governance to manage risk and ensure

public confidence in CAV context.
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Overview: Privadggoncerns in «ﬁg%‘“ﬁﬁsﬁﬁ’f
ITS (safety applications), .~

A Malpractice

A Message content (e.g. vehicle
length)

A Security and communication
identifiers (e.g. certificate and MAC
address)

n—=n
Authorization Authority

‘ Enrolment

Veh
S~ ITS CAM/DENM
\7
' A Communication over-
‘8 0 head (e.g. sender and
PDA receiver IP address) Roadside Unit

A Rogue RSE



Possible privacy solution in ITS 3 J{REEY
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Possible privacy solution in ITQ 3 J{REEY

A Due to the broadcast nature of ITS safety messages, the trust
relationship between ITS stations has to be verifiable AND scalable
(hundreds of millions of nodes).

A Thus the ITS enrolment and authorization for different services is
delegated to Trusted Third Parties (TTP), particularly two types of
Certification Authorities (CAS):

I Enrolment Authority (EA): Validates that an [95can be trusted. It
Issues a temporary identifier for the FESand a proof of that identity

I Authorization Authority (AA): An ITSS may apply for specific
permissions, denoted by means of authorization certificates
A Within the ITS network, the EA provides an FESwith a pseudonym
and related enrolment certificalerig tern). The AA provides the
ITS-S with multiple pseudonyms and the related authorization
certificates ghort tern), to be used with thE'S safetymessages.




Example ITS privacy architecture s SURREY

A Anonymity and identity hiding
are the target of this research
A 1TSis a major application for
D Internet of Things (IoT) and
5G network
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" Internet backbone ying /
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Other anonymity techniques SURREY

Onion Routing Mixnet

Using groups to

enhance anonymity y



